
Open Malware Research

End-User License Agreement (EULA)

Effective Date: August 24, 2023

1. Acceptance of Terms

By accessing and using the Open Malware Research web application (the "Software"), you agree
to be bound by the terms and conditions of this End-User License Agreement ("EULA"). If you do
not agree to these terms, do not use the Software/Data.

2. License Grant

(a) License: Subject to the terms and conditions of this EULA, Open Malware Research(the
"Licensor") grants you a limited, non-exclusive, non-transferable, and revocable license to access
and use the Software/Data for research purposes only.

(b) Citations: If you use data or information obtained from the Software in your research, you
agree to provide proper citations to acknowledge the source of the data in accordance with best
practices and academic standards.

Sareena Karapoola, Nikhilesh Singh, Chester Rebeiro, and Kamakoti V. 2022. RaDaR: A Real-Word Dataset for AI powered
Run-time Detection of Cyber-Attacks. In Proceedings of the 31st ACM International Conference on Information & Knowledge
Management (CIKM '22). Association for Computing Machinery, New York, NY, USA, 3222–3232.
https://doi.org/10.1145/3511808.3557121

Sareena Karapoola, Nikhilesh Singh, Chester Rebeiro, and Kamakoti Veezhinathan. 2022. JUGAAD: Comprehensive Malware
Behavior-as-a-Service. In Proceedings of the 15th Workshop on Cyber Security Experimentation and Test (CSET '22).
Association for Computing Machinery, New York, NY, USA, 39–48. https://doi.org/10.1145/3546096.3546108

3. Ownership

The Software and all data provided through it are the property of the Licensor. The Licensor
retains all right, title, and interest in and to the Software and its content, including all intellectual
property rights.

4. Updates and Support

The Licensor may provide updates or support for the Software/Data at their discretion. This EULA
does not guarantee updates or support.

5. Termination

https://doi.org/10.1145/3511808.3557121
https://doi.org/10.1145/3546096.3546108


(a) Termination by You: You may terminate this EULA at any time by ceasing to use the
Software.

(b) Termination by Licensor: The Licensor may terminate this EULA if you violate any of its
terms. Upon termination, you must cease using the Software.

6. Warranty Disclaimer

The Software/Data is provided "as is," without warranties of any kind, either express or implied,
including, but not limited to, the implied warranties of merchantability, fitness for a particular
purpose, or non-infringement.

7. Limitation of Liability

To the maximum extent permitted by applicable law, the Licensor shall not be liable for any
indirect, special, incidental, consequential, or punitive damages, or any loss of profits or
revenues, whether incurred directly or indirectly, arising out of the use or inability to use the
Software.

8. Governing Law and Jurisdiction

This EULA is governed by the laws of India. Any disputes arising from or related to this EULA
shall be subject to the exclusive jurisdiction of the courts located in Chennai, Tamil Nadu, India.

9. Contact Information

If you have any questions about this EULA, please contact Open Malware Research at:

Email: omr@cse.iitm.ac.in

By accessing and using the Software, you acknowledge that you have read, understood, and
agree to be bound by this EULA.

Open Malware Research
RISE Lab, CSB, IIT Madras, Chennai, Tamil Nadu, India
Email : omr@cse.iitm.ac.in


